NucTpyknum i 00ydaromuxcs 1no odecrne4eHn0 ”HGOPMaHOHHOM
0€30I1aCHOCTH IIPH UCIO0JIb30BaHUH ceTH «MHTEepHeT» AJ1s1 pa3MelleHus B
y4eOHBIX Ka0MHeTaX, B KOTOPBIX OCYLIECTBJIACTCH AO0CTYI B ceTh «AHTEepHeT»

1.B HHTEPHETEC HE CTOHUT IICPEXOAUTH IO CChIJIKAM H HAaKMMaTb
KHOIIKHM BO BCILIBIBAKOIIINX COOﬁIIIeHI/IﬂX, KOTOPbIEC KaXKyTCHA
MOAO3PUTEC/IbHBIMMU.

He 3arpyxaiite mnpuioxkeHHs, KOTOPbIE KaXyTCsl BaM CTPaHHBIMU WU
HaXOJISITCS HA HEU3BECTHOM caiite. He yBepeHsl, uTo muchbMo HacTosiiee? 3anaite
cebe cIeayronMe BOMPOCHI: HE MOJO3PUTENIBHBIA JU Yy OTHPABUTENS aapec
MEKTpOHHON mouThl? Mcmonp3yercs nu Oe3nuuHoe mnpuBeTcTBHE? MHOTO 11
opdorpaduaeckux omuOok? IIpITaeTcs MU aBTOp MHUCHbMa CO3AaTh OIIYIICHHUE
CPOYHOCTHU?

2. lns  3ammMThl  JHYHOW  MHMOpPMANUM  NpPUAYMAaTe HAJEeKHbII
napojib 1 HHUKOMY ero He cool0manrTe. I KaXI0ro pecypca CrouT
HCII0JIb30BATh YHUKAJIbHBIE JIOTHHBI M MIAPOJIH.

UtoOBI 6€3011aCHO XpPaHUTh Pa3HBIC MMAPOJIH IS Pa3HBIX YUETHBIX 3aIlUCEH,
HCIIOJB3YHUTE MEHE/DKEP TapoJiel U YOeauTech, 4To JJIs KaKJIOW YYETHOW 3aIlliCH
HCTOJIB3YETCS CI0KHBIA TapoJb, COCTOSIMMNA MHUHUMYM #u3 10 CHMBOJIOB —
3arjlaBHbIX U CTPOYHBIX OYKB, YUCEJ U CIIEIUATIbHBIX 3HAKOB.

3. Hukoraa He mnpeaocTaB/isiiiTe CeKpPeTHbIE CBEIEHHSI, HAIPHUMeEp,
HOMEP CYeTa MJIH MaPoJib B OTBETE HA COOOIIEeHNe YJIEKTPOHHOM MOYTHI UJIH B
COLUATBHBIX CETHX.

Hukorna He oTBevaiiTe Ha MPOCHOBI MPUCIATH JICHBIH OT «YICHOB CEMbIY,
Ha MPESIIOKCHHUSA O CACIKE, KOTOPHIC CIMIIKOM XOPOIIH, YTOOBI OBITh IIPABAOM, Ha
COOOIIICHMS O PO3BITPHIIIAX JIOTEPEH, B KOTOPBIX BBl HE YYaCTBOBAIIM, WIIH APYTHE
MOIIIEHHUYECKHE COOOIIECHUS.

4. Tlpexne 4eM BBOAUTH CeKPeTHbIE CBe/leHUus1 B BeO-hopMe Wi Ha BeO-
CTpaHulle, o0paTuTe BHUMAHHME HA HAJIMYME TAKMX NMPHU3HAKOB, KaK aJapec
Be0-CTpaHULIbI, HavYuHAKOmUiica ¢ npepuxca https M 3HAYka B BHIE
3aKPBITOr0 3aMKa PSJAOM C aJpPeCcHOl CTPOKOHM, KOTOPbIA O0003HA4YaeT
0e30omacHoe coeIuHEeHHue

[Ipexne yeM myOnukoBaTh 4TO-TO B UHTEpHETE, cripocuTe ceOsi: XOTUTE JIn
BbI, YTOOBI Ballld pabOTOIaTeI1, KIIMEHTHI U POJCTBEHHUKHU 3HAIM 3TO? Jlaxke
TAaKWE€ TAHHBIE, KaK CTaTyC BalllMX OTHOILICHUHN WX JIOMAITHUN aJIpec, KOTOPHIE
MOTYT MOKa3aThCsl 0€300MTHBIMU, MOT'YT OBITh UCIIOJIB30BaHbI BO BPE, €CJIM UX
YBUJIAT HE TE€ JIFOIU.

5. [l 6e30macHOCTH OOIIEHHUSI B CONUAJIBLHBIX CETAX OCTABJIANTE KaK
MO3KHO MEHbIIIe JaHHBIX 0 cefe U N30MPaTeJbHO MOAXOAUTE K MPeAJI0KeHUsIM
0 apy:xoe.


https://www.microsoft.com/ru-ru/search?q=password+manager
https://support.microsoft.com/ru-ru/help/4091450/windows-protect-passwords

He Bce, xoro Bel BcTpeuaere B HTepHETE, SBISIOTCS TEMH, 3a KOTO cels
BbI1al0T. KubepnpecTynmHMKM 4acTo CO3JAl0T MOAJENbHbIE MNpoduiaun B
COLMAJbHBIX CETSIX, 4YTOOBl BCTyHmaTb B MEPENHUCKY C  JIOBEPUUBBIMU
II0JIb30BATESIMU U OOMPATh UX 3JIEKTPOHHBIE KOUIEIBKH — WU JE€JIaTh €IIe YTO
IIOXYXKE.

6. Ilepex  mpocMOTPOM  BXOASIIMX MNHCEM  HA  JJIEKTPOHHOM
SlUKe, IpoBepbTe ajpec ornpaBureis. [logo3pureibHble nmUcbMa CMeJI0
OTHpaBJANTE B CHaM, OCOOCHHO eCJIM B TaKHX MHCbBMAaX COJePKATCH
NPUKpPeNJIeHHbIe (palIbl.

He oTkpsIBaiiTe NOKO3PUTENBHBIE MMCbMA CTPAHHOTO IPOUCXOXKACHUS, HE
IIOAABAUTECh HA COZAEP)KAIIMECS B HUX COMHMTEIBHBIE INPEIJIOKEHUSA JIETKOTO
3apaboTKa, HE BBICHUIANTE HUKOMY MMApOJId OT BAIllMX aKKayHTOB, HE OTKpBbIBANTE
OPUKPEIVIEHHBIE K MHUChbMaM IOJO3pUTENbHbIE (ailfibl U HE NEPEeXOJUTE IO
COJIEPIKALLMMCS B HUX ITOJO3PUTEIBHBIM CCHUIKAM.

7. I ckauyMBaHUSI KAPTUHKM WJIH MeJOAUM BaM MpeajiaraiT
ornpaButh cMc? He cnemnrte! CHavyaj/ia npoBepbTe 3TOT HOMEP B HHTEPHETE
— 0e30MmaceH JiM OH U He 00MAaHYT JIM Bac.

Ecnu BBI Bee elie He yBepeHBI, CBSDKUTECH ¢ (PUTYpUPYIOIIEH B COOOIICHUN
KOMMaHued Mo ouiuaibHBIM KaHajdaM, TaKUM KakK BeO-CalT WM CTpaHUlla B
COIIMAILHBIX CEeTsAX. Beerna mydiiie mpoBepUTh M MEPENPOBEPUTH, YEM PUCKOBATh
CBOEH 0€30MMaCHOCTHIO.



